RECORDS and COMPLIANCE CHECK
ON PERSONAL DATA PROCESSING
BY THE CSDP MISSION
DATE OF SUBMISSION: 18/01/2021
REGISTRATION NUMBER: Record/004
TITLE OF THE PERSONAL DATA PROCESSING ACTIVITY:

Processing personal data related to the extraordinary measures in view of the COVID-19 emergency
1. Name and Description of the processing operation of personal data

(Please provide a title and describe the action/operation in which personal data is collected/retained and specify the personal data processing)

Activity involving personal data processing:

Activities necessary in view of the COVID-19 emergency
Description of the activity and the data processing:
The activities covered in the present record are necessary in order to fulfil the necessary public health measures and to
protect all EUPOL COPPS staff and third parties by containing and preventing the spread of COVID-19 in the current
emergency. For this purpose, additional information, including health related data, needs to be collected and retained in
order to allow the identification of infected individuals, persons suspected to be contaminated and persons at risk.
2. Controller ( Organisational entity and name, position and address of the controller ( Please specify the entity and the person
responsible for the processing operation in which personal data is collected/retained - provide name, position, directorate and division with address. The
controller is the organisational entity determining the purpose and means of the processing of personal data.)

Controller
CSDP Mission: EUPOL COPPS
Represented by the Head of Mission: Head of Mission, Nataliya Apostolova
Section/Entity responsible for managing the personal data processing operation:
Security and Duty of Care Department
At the time of the records in charge of the management of the processing operation:
Senior Mission Security Officer, Thomas Hofmann
Medical Adviser, Catrine Hoel
CRT Medical Adviser, Jessica Semenets
Mission Data Protection Advisor (MDPA):
Legal Adviser, Sandra Gudaityte
3. Processor
(Please specify the organisation processing data on behalf of the mission - name of enterprise, IT security or other processing
data on behalf of the CSDP Mission)
Processor: (if applicable):
Security and Duty of Care Department
Avico SAS - Company dealing with medical evacuations
Reference/description to data processing agreement/clause regulating the data handling and transfer of personal data
between the controller and the processor (annex or clause to the contract – to be attached and referred to below):
Data protection clause is in Article 42 of Service Contract No. COPPS/19-20/SER/096
4. Purpose(s) and short description of the processing operation (Purpose(s) for which personal data is collected/ retained)

The overall purpose of the activities covered in this record is to ensure the compliance with pubic health requirements during the
emergency, protection of all EUPOL COPPS staff and third party by containing and preventing the spread of the COVID-19.
For this purpose, additional data, including medical related data, is collected and retained. Health related data is primarily
collected and retained by EUPOL COPPS Medical Adviser(s) and in special cases coordinated with the SDCD or the CPCC
COVID-19 Taskforce. Travel related data is collected for the purpose of implementing the confinment requirements imposed by
the host countries and by the SDCD. Where the standard procedures of EUPOL COPPS apply and no additional data is

collected or processed, the documentation recording data processing activities and their linked Privacy Statements are applied in
full.
In order to achieve the set purposes, several data processing activities are necessary:
1. Processing or additional data, includign health related data for the purpose of protection of public health and
notification to the staff and other individuals.
In case contaminated individuals or persons at risk are indentified, personal data including health related data is collected. Staff
consults EUPOL COPPS’ Medical Adviser(s) in case contamination is established or suspected. These individuals may be
required to stay in isolation following requirements of the host country and/or the SDCD and to provide the identity of other
individuals with whom they were in contact. The identified persons are tracked and notified accordingly.
The disclosre of the name of a person contaminated or suspected to be contaminated is to be avoided. In accordance with the
data minimalisation principle, the staff and other individuals who were identified as close contacts of an infected individual, to the
extent possible should recceive only “de-personalised” information.
Following the instructions of the Civilian Operation Commander, the additional medical information might be collected and
retained about the staff who fall under the group of vulnerable staff. The purpose of this information is to protect the staff who are
identified as having higher risk to become seriously ill if infected. The staff identified as vulnerable may be required to present
additional information about their health condition or to undergo additional medical examination. This information is transferred
exclusivelly to EUPOL COPPS’ Medical Adviser(s). The disclose of the name of the person falling under the category of
vulnerable staff should be avoided. The names of the vulnerable staff can be disclosed only tho those units who might need to
take a special action related to the status of the vulnerability, such as SDCD, HR, CPCC Corona Task Force and others.
The adequate but limited data only relevant for the purpose may be transferred to the CPCC COVID-19 Taskforce, local
hospitals or to national authorities, as appropriate.
2. Storage of specific dta relted to COVID-19.
Specific data required for emergency measures and follow-up on cases of contamination and suspected infection and
information on vulnerable staff, need to be stored in propely secured folders for the explicit purpose of protection of health.
3. Access control for staff and visitors at Headquarters.
During the emergency period, the access to the Headquarters is limited to certain category of staff depending on business
continiuity requirements. Entry to the premises during confinement periods is not allowed. For access control purposes,
temperature of the staff is measured upon entry. The information on temperature is not recorded additionally. In case the staff
has high temperature, the information sent to EUPOL COPPS Medical Adviser(s) and the staff member is not allowed to access
the headquarters.
Visitors are not allowed to access the Headquarters. In case visitors will be allowed to access the Headquarters, EUPOL
COPPS will require to provide information about any possible flu-like symptoms. This information will not be collected for further
processing. For access contro purposes only the standard personal data to enter premised are processed (name, ID/Passport
number, ect.).
4. Coordination of repatriation, voluntary return and facilitation of “rotation” programme for the purpose of
returning to the EU.
To assist the effective coordination, specific data is required for the emergency measures and for preparation of departure from
or return to the host country. Data processing takes place by receiving information and creating a consolidated list of staff
members departing or entering the host counrty. The additional personal data might be collected by the HR in order to prepare
the documentation required by host country or country of origin in order facilitate the travel arrangements. Such information will
be transferred to EU Delegation in Tel Aviv in order to coordinate it with the Israeli MFA.
Processing of personal data for the purposes of evacuations including medical evacuation is covered by CP 882 Medical
Emergencies and Evacuation Plan and SOP 776 Air Charter Service. The personal data is collected and processed only by staff
identified in the CP. The names of evacuated staff memers should not be disclosed to any other staff member.
5. Information about potential vaccination
Following any request of host authorities (Israel and Occupied Palestinian Territory) or the CPCC, EUPOL COPPS will collect

and process personal data required for planning purposes to prepare for the efficient distribution of the vaccine. The data may be
transferred to the relevant institutions of the host authorities. The data processing does not in any way represent the consent of
the staff to be vaccinated.
EUPOL COPPS will collect the data on who is vaccinated in order to ensure smooth travel arangement to the staff. The
information on who is vaccinated shall be processed by the Madical Adviser(s).
6. Processing of personal data for the purposes of office disinfection
In accordance with safety measures in place for the corona emergency, the offices of staff members contaminated or suspected
to be contaminated with COVID-19 must be disinfected. In order to carry out the necessary duties, EUPOL COPPS’ Logistic
Department, needs to receive names of suspected/probable/confirmed cases from EUPOL COPPS Medical Adviser(s). There is
no retention or transmission of this information, only the office numbers are subsequently processed.
5. Legal basis and lawfulness of the processing operation

(Please provide the legal basis for the processing operation; i.e. the specific legal act related to the action, e.g. Implementing Rules, Staff Regulation, Financial
Regulation, Basic Act, or the specific mandate or Council decision etc.)










Council Joint Action 2005/797/CFSP of 14 November 2005 on the European Union Police Mission for the Palestinian
Territories as amended by Council Decision 2013/354/CFSP.
EUPOL COPPS’ OPLAN.
Field Security Handbook for the protection of personnel, assets, resources and information of civilian CSDP missions.
Mission Security Plan.
Business Continuity Plan.
Civilian Operations Commander’s Instructions 27/2020, 28/2020 and other instructions on handling the COVID-19
emergency situation.
Civilian Operations Commander’s Instruction 12/2018 on the SOP on Personal Data Processing.
SOP on Personal Data Protection (SOP/02).

6. Description of the category or categories of data subjects

(Please describe the individuals or group of people whose data is collected and retained)

The personal data of the following categories is processed:
 EUPOL COPPS international staff (seconded and contracted);
 EUPOL COPPS local staff;
 Visiting experts and other staff;
 Individuals working in the premises of EUPOL COPPS based on service contracts;
 External visitors.
7. Description of the data or categories of data (including, if applicable, special categories of data and/or origin of data)
(Please describe the type of data, the field of information with personal data (e.g.: name, photo etc.) collected and retained for the purpose(s)

The data, including personal data, which may be processed for the purposes covered is part 4, is the following:
 Identification and contact data of data subjects:
- EUPOL COPPS international staff (seconded and contracted);
- EUPOL COPPS local staff;
- Visiting experts and other staff;
- Individuals working in the premises of EUPOL COPPS based on service contracts;
- External visitors.
 Health related data in relation to the COVID-19 pandemic:
- Appearance of symptoms;
- Medical conditions, including underlying health conditions, if any, of the staff in need to determine the status of
vulnerable staff;
- Risk factors for possible visitors;
- Travel history of the staff or visitors as well as travel information required for rotation of the staff;
- Number of the staff in the office;
- Any other information required for contact tracing.
 Specific up-to-date information and additional data may be processed if it is necessary for specified, explicit and
legitimate purposes, including any follow-up action.
8. Retention period of the (categories of) data being processed

(Please specify for how long the data will be retained, i.e. kept for the pre-determined purpose; please also indicate if data must be stored for longer periods
for historical, statistical or scientific purposes; please specify, why data must be kept in a form permitting identification, why not anonymised)

Data, including health related data, collected in the context of the COVID-19 emergency situation is intended to be kept not
longer than necessary for that specific purpose. The data should be retained only as long as the crisis situation related to the
pandemic is upheld with the subsequent technical retention until the data is detected, destructed or anonymized.
The data is kept for the specific period as defined bellow:
 Data concerning contamination or risk factors provided by the prospective visitors (if any) prior to the meetings, held
before confinement measures, are kept for 14 days (timeframe set and subsequently adjusted following guidelines of
ECDC and WHO) unless it is necessary to keep this information longer for the purpose of the protection of public
health.
 Data related to contract tracing is kept until follow-up safety or other measures are necessary.
 Emergency related medical information, including underlying health conditions as it is defined in the CivOpsCmdr
instructions on vulnerable staff, and medical data on positive COVID-19 staff members will be retained as part o the
medical filing system.
 Data controlled at the entry to the Headquarters for standard access control purposes is kept in accordance with the
ordinary access control retention periods.
In case of an accident, event or enquiry by local authorities, data subjects or other concerned individuals, the personal data will
be preserved as long as the legal claims arising from the investigations expire or any follow-up action is due. This includes
pending cases, appeals and court judgements to allow for the exhaustion of all legal remedies. The personal data should not be
kept longer than 5 years after the judgement on the pending cases is final.
9. Recipients or categories of recipient to whom the data might be disclosed

(Please describe the individuals or the group of people who may have access to the collected and processed data)

The recipients of the personal data may be:
 EUPOL COPPS’ Medical Adviser(s);
 Dedicated SDCD staff members;
 Assigned staff of the Senior Management Team;
 Assigned staff of the Human Resources Unit in cases defined in part 4.
 Assigned staff of the Transport and Logistics Unit in cases defined in part 4.
 CPCC COVID Taskforce.
 Authorities of host countries (Israel and the Occupied Palestinian Territory) in order to comply to public health and travel
requirements.
 Local health care facilities and services (Israel and the Occupied Palestinian Territoty).
 EU Delegation in Tel Aviv when it is necessary to liaise with the Israeli authorities.
 External suppliers selected following the procurement procedure in cases of medical evacuation (such as Avico SAS).
Given the sensitivity of health data, it should only be processed by the Medical Adviser(s). However, during the COVID-19
emergency, other EUPOL COPPS staff migh need to process the health related data for purposes such as contact tracing,
medical evacuation, adhering to the requirements of the host countries and other. The staff dealing with these security,
administrative or financial procedures should sign a specific confidentiality declaration and they should be reminded of their
confidentiality obligations regularly. The staff that needs to sign the specific confidentiality declaration is identified by the data
controller.
10. Proposed transfer of data to third countries or international organisations, if relevant

(Please provide details how and why data is to be transferred to third countries or IOs. Please indicate here as well if the data processor is in a Third country )

The personal data may be transferred to the third countries.
EUPOL COPPS may reach out to the third countries and their authorities to organise the repatriation flights, gain entry
authorisation, extension of visas, MFA cards, to communicate other information required by host authorities.
While EUPOL COPPS transfers the personal data to the third countries, EUPOL COPPS is following the requirements of the
SOP on Personal Data Protection. There is no reason to assume that the data subjects’ legitimate interests might be prejudices
and this it is proportionate to transmit the personal data for the specific purpose defined above.
11. Automated / Manual processing operation

(Please specify whether the data is collected through automated or manual means or both)

The data collected as described in part 4 is processed manually.

12. Storage media of data

(Please specify where and how the data is stored, including the description of security measures, if relevant)

The data collected as described in part 4 is stored as a hard copy as well as electronically.
Hard copy of the files is stored in a dedicated, secure facility to ensure that the documents are locked away with limited access.
The storage facilities are in located in either office of the Medical Adviser, HR office or EUPOL COPPS’ archives. The lockers are
locked with a key and only a limited number of staff members have access to the key.
Electronic copy of the medical files is stored in the folder of the Medical Adviser which is saved on a computer of the Medical
Adviser. This computer is not connected to the Shared folder of the Mission to ensure the protection of sensitive personal data.
Only the Medical Adviser(s) have access to this folder. The electronic version of the Security and HR related files is stored in the
dedicated Secirity and HR Folders. Only limited number of Mission’s staff has access to the HR Folders.
Mission staff can access Shared Folders only using EUPOL COPPS’ laptops which are protected by Bitlocker (encription
software) and domain user password.
The electronic files are stored in EUPOL COPPS’ main server which is located in EUPOL COPPS premises. The Access to the
server is granted only to CIS staff and Security Staff in case of a security incident. The access to server is protected with
armoured door and has CCTV cameras. EUPOL COPPS has two backup servers – one is located in the EUPOL COPPS’
premises and another – in Malta (in order to have a backup server in a EU country).
.
13. Measures to ensure security of processing

(please describe general security measures: access rights, storage access, etc.)

Based on assessing risks related to potential access to data with regard to the process, the Mission ensures that adequate
organisational and technical measures are in place in order to safeguard personal data of data subjects.
In order to protect the security of the data collected during the COVID-19 emergency, including personal data, a number of
technical and organisational measures have been put in place. These are detailed in a processing-specific security policy.
Among others, the following measures are taken:
I. Technical Measures
1. Secure premises, protected by physical security measures, host the servers storing the images recorded; network
firewalls protect the logic perimeter of the IT infrastructure; and the main computer systems holding the data are security
hardened;
2.

The data is stored in local server in EUPOL COPPS premises.

II. Administrative measures
3. Administrative measures include the obligation of all international EUPOL COPPS personnel having access to the
system (including those maintaining the equipment and the systems) to have security clearance.
4. Access rights to users are granted to only those resources which are strictly necessary to carry out their jobs. Generally,
the EUPOL COPPS’ Medical Adviser(s) have access to the special categories of the data (health data). Other assigned
staff have the right to access medical data only on need-to-know basis.
5. Access to the data is limited to authorised personnel and it is subject to a password with personalised rights. Only a
limited number of employees can export the data.
6. Only the system administrator specifically appointed by the controller for this purpose is able to grant, alter or annul any
access rights of any persons.
14. Information to be given to data subjects and means of communicating this information

(Please specify what type of information is provided to the data subjects, i.e. to individuals whose data is being processed and how that information is made
available to the concerned individuals. E.g.: Privacy Statement – please attach to the records form)

A Privacy Statement linked to this Record contains all the information provided to the Data Subject(s).
For staff
The aforementioned distinct Privacy Statement is available in Shared Folders in Data Protection Folder and/or was circulated
amongst the Mission Staff.
15. Procedures to grant rights of data subjects (rights of access, to rectify, to restrict, to erase, to object)

(Please specify which rights are provided to the data subjects, such as the right to access, to modify, correct, rectify; to block, erase and the right to object)

Data subjects have the right to access their personal data and the right to correct any inaccurate or incomplete personal data, as
well as to request the removal of their personal data. The Access Request shall be submitted in accordance to the procedures

foreseen in SOP on Personal Data Protection (SOP/02). Any request for access, rectification, blocking and/or erasing of personal
data should be addressed the data controller at the following functional mailbox: data-protection@eupolcopps.eu

COMPLIANCE CHECK PART – RISK ASSESSMENT
(Please fill in parts where applicable)
16. Lawfulness and necessity of processing (please indicate with YES / NO)
(a) Personal data processing necessary in the public interest: YES
(b) Personal data processing is necessary for compliance with legal obligation incumbent on controller: YES
(c) Personal data processing is necessary for performance of a contract to which the data subject(s) is/are party: YES
(d) Personal data processing is lawful because the data subject(s) has/have given free and informed consent: NO
(e) Personal data processing is necessary for vital interest of the data subject(s) or any other individual: YES
17. Risk Assessment: The processing operation presents specific risks (Yes/No, if Yes - please provide details describing the specific risk(s)
Sensitive data
 Processing of data relating to health
Yes


Processing related to suspected offences, offences, criminal convictions and security measures



Processing of other sensitive data and if yes on a large scale or not (special categories include data revealing ethnic
or racial origin, political opinion, religious or philosophical beliefs, trade-union membership, genetic or biometric
data, data concerning sex life or sexual orientation as well as security measures or otherwise considered sensitive)

No

No
Evaluation
 Processing intended to evaluate personal aspects relating to data subjects, profiling, automated decision making
No


If the reply is YES – please specify if it is a systematic and extensive evaluation of personal aspects relating to natural
persons which is based on automated processing, including profiling or predicting, and on which decisions are based
that produce legal or similar significant effects concerning the individual.

N/A
Monitoring
 Processing related to systematic monitoring, also monitoring of a publicly accessible area on a large scale
It refers to processing that observes, monitors, controls people, especially in publicly accessible spaces. This may cover
video-surveillance, data loss prevention tools breaking SSL encryption, but also other monitoring, eg. staff internet use.)

No
New technologies
 Processing applying new technologies that may be considered intrusive, please specify the technology, IT application
No
18. Assessment of the risks (high, medium, low risk – depending on the impact on the individual (feeling loss of control of
the data, invasion of privacy, psychological ailment, irreversible damage, objective harm)
RISK Level:
MEDIUM RISK
Define the risk, if applicable, replying to the following questions:
 How and how long data is retained, protected?
Defined under Points 8 and 13.
 How is information deleted? (Please provide details ,if applicable)
Electronic deletion of files and hard copy destruction.
 How data is protected when accessed by a third party, downloaded or copied?
Access limitation is guaranteed and a log is recorded.
 What processes are in place to ensure that data protection responsibilities are understood by persons handling data?
Instruction and training.
 Can members of the public check, change or delete information relating to them?
Yes. Access to data upon legitimate request.
19. Compliance with data protection principles
Purpose limitation
Please specify if data is processed for any other purpose than the initial and that it is not incompatible with original purpose.
Data is processed only for the original purpose.
Data minimisation
Please verify and confirm if all data items are really needed.
All data under Point 7 is necessary for the processing.
Accuracy
Please specify how it can be ensured that data is accurate and how incorrect data can be rectified.
Data is processed either based on information provided by data subjects or recorded by mission staff. Mission staff is

requested to update information without any delay, when relevant.
Storage limitation
Please specify how the retention period is determined. Is the principle of not keeping data longer than necessary taken into
account? Please check and confirm if it is possible to have separate storage periods for separate categories of data. (Please see
and consolidate with Point 8.)
The data is kept only for the period necessary; guidance and general practice is taken into account. Separate storage periods
exist as described under Point 8.
Transparency
Please provide details how you inform individuals about the processing, using Privacy Statements, how it is communicated,
where it is uploaded. (Please check and consolidate with Point 14.)
Data subjects are informed by the Privacy Statement providing details on how data is processed, for what purpose, which
data, how long it is kept and who has access to the data.
Access and other rights to be exercised by data subjects
Please specify how individuals can get in contact and have access, correct, delete, restrict their own data or object to the
processing? (Please check and consolidate with Point 15.)
The Privacy Statement also provides information on the data controller and the existence of data subject rights and the right
of recourse as well as a data protection contact point.
20. Comments and list of attached documentation (if applicable) including detailed impact assessment, description on
security measures, technical solutions, specifications, manuals, guidelines, instructions

OBLIGATIONS OF THE CONTROLLER
By signing the present records form the Controller ensures that the processed personal data described above will be:


handled fairly and lawfully

collected only for the purpose(s) indicated

accurate and kept up to date

kept for no longer than necessary.
The data Controller declares the accuracy of the above statement.

NAME & SIGNATURE
of the Controller
PLACE & DATE

